CJIS Online TAC Manual

The Easy Online Resource for CJIS Information
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CJIS Online is used for Security Awareness Training and Certification. All personnel having access to Criminal
Justice Information (CJI) are required to have Security Awareness Training and Certification within six months
of hire and every 2 years thereafter.

Personnel who are not DCI Operators are required to use CJIS Online for Security Awareness Training and
Certification. This includes, but is not limited to, all local agency non-users, vendors, agency IT personnel, and
any other personnel at agencies receiving or having access to CJI from a DCI Terminal Agency.

Those that are DCI certified should use nexTEST for Security Awareness Training.
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Accessing CJIS Online

Go to the Launch Pad Home Page: https://evolve.ncdci.gov/
Select the “CJIS Online” Application.
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Select the “Local Agency Admin” button.
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Select “North Carolina” from the drop down box then enter your name, your agency ORI, and your password.
Your first password will be NCtempPASSWD1. Change it once you log on.
Click the “Submit” button.
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**Contact SATHelp@ncsbi.gov if you cannot log in.
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Creating User Profiles for In-House Employees

**Note — Only those individuals employed directly by your agency should be added using this category.

Other individuals such as city/county personnel and vendors/contractors will be addressed later in the
manual.

Step 1 - Select the “IT & Agency User Admin” icon.
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Step 2 - Select the “Add New IT or Agency Employee” button.
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Step 3 - Complete all fields and select “Level Assignment.”
At the bottom of the screen:
- Select “Support” for all agency personnel not responsible for IT functions.
-Select the appropriate IT function(s) for individuals holding Information Technology Roles.
Click the “Submit” button.
Follow the same process to add additional agency employees when necessary.

Add IT or Agency Employee in North Carolina

Agency /ORI: [cBCI0000 | *
Find or1 [l ]

Department: [Custedial Services

State: MNorth Carclina

First Name: [patty

|
Middle Name: [s. |
|
|

Last Name: [smith *
Phone Number: [555-555-5555
Level Assignment
LEVEL NAME LEVEL DESCRIPTION ASSIGN
Level 1 CIIS Security Personnel with Unescorted Access to a Physically Secure ™

Training Location
[This level is designed for people who have access to a
secure area but are not autherized to use CIL.)

Level 2 CIIS Security  All Persennel with Access to CII

Training (This level is designed for people who do not have physical
and logical access to C11 but may encounter it in their
duties.)

Level 4 CIIS Security  Personnel with Information Technolegy Roles

Training (This level is designed for all information technology

personnel including system administrators, security
administrators, network administrater, etc.)

Finger Print Information

Date: [1an v |[1 v |[2016 7]

Email address is your user name

Email Address: |patt-,|5mith@nuname.cum | *
Confirm Email Address: [patty=mith@noname.com | *
Password: [sesses | *
Confirm Password: [isess | *
IT/Agency Related Categories
Programming Networking
IT Management Database Management
Server Management ¥ Support
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Creating Accounts for Outside Employees that Service Multiple Agencies

If you employee outside agencies/vendors/contractors that service multiple agencies and have access to CJI,
they will need a Vendor Agency Account.

This can include any of the following:

- City/County IT Personnel

- Custodial Staff

- Private IT Vendors/Contractors (ex. ALEN, OSSI, etc.)

Step 1 - You will first need to verify that they are not already listed as a vendor.

a. Select the “Vendor Management” icon.
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b. You may then search via Company Name, sort by Category, or sort by State.
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- If they ARE already listed, select the “Notifications” icon that corresponds with that vendor.
(If they are NOT already listed, go to Step 3.)
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a. You may then select the personnel associated with your agency. Selecting “E-Notify Status” will
ensure that you receive an email when that individual’s training has expired.

Vendor Employees for A & B CLEANING SERVICE

EMPLOYEE NAME || E-noTIFY STATUS |

JOVANY SANDOVAL-NUNEZ D
ALFREDO GOMEZ
JOSEPHIME WASHINGTON
CARLEME BYSON
HOWARD SMITH

CYNTHIA SMITH

JOEL PATRICK

JAMES MCKESSONM

BRITTANY GINMN

N R I A B N O O

PAULETTE COOPER-YOUMNG
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b. To verify that the individ
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ual’s information is accurate and to add the date of your fingerprint
background completion, go to “Vendor Users Management.”
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c. You may search by Last Name or Company Name. Select the View icon to see details on a
particular person.
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|A.dd MNew Vendor Employes | |IJst Vendor Emplwe3|

Search By Last Mame:

I co |
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d. You can edit or add information here.

The Easy Onﬁ_ne Resource for CJIS Information
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Viewing Vendor Employee ALFREDO GOMEZ

| List Vendor Emplwees|

Employee Personal Information

Company Name: A & B CLEANING SERVICE
First Name: ALFREDO
Middle Name: A
Last Name: GOMEZ
Phone No: 2527527222
Email Address: alfredo.gomezSS@amail.com
Level Assigned: Level 1 CIIS Security Training
Active/Inactive: Inactive

Admin Status: Off (This user is not an administrator)

E-Notify Status

STATUS | DESCRIPTION || cHaneGE |
OFF You will receive an email if the user's certification expires,

Certification History ADD

Showing Current Certifications Show All Certifications
No History Available

Finger Print Information

1

DATE PRINTED | AcENCY STATE | contacT| EDIT |

July 10, 2014 BEAUFORT SHERIFF'S OFFICE 5C 4 "k /A
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Step 3 - If the vendor is NOT already listed, select “Add New Vendor.”
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a. Complete all fields and select “Categories Related to Vendor.”
Click the “Submit” button.
Follow the same process to add additional vendor agencies when necessary.

The Easy ll:ZIn'Ime Resource for CJIS Informatmn

EJIE‘?' f L .....“ =

RESOLURCES
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(* Required Fields)

Vendor Company Name : [Mo Name County IT

Address: [555 Mzin Straet

|
Contact Name: [Ima Smart Guy |
|
|

City: [Lost
State: |North Carclina
Zip:

Phone:

Vendor Description:

Categories Related to Vendor

CAD W1 Mobiles

Workstations V] Networking

[ switches ! consulting

[ custom Software [ Training

| Testing [ other
Submit | “Reset |
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b. To add vendor admin personnel, go to the CJIS Online homepage and select “Vendor Users
Management.” You will ONLY add the vendor admin. The vendor admin will be the main contact
for that vendor agency and will be responsible for adding and maintaining additional vendor

personnel. Direct the vendor admin to https://evolve.ncdci.gov/. They can locate the Vendor Administrator
Manual under CJIS Training.
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c. Select “Add New Vendor Employee.”
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Showing All Active Vendor Employees

|Md New Vendor Employes | |Ijsl Vendor Emplove5|

Search y Lastame: [ | Gl By Company Namer [ IKl
Show &ll vendor Employees | Show Vendor Notifications Assigned to Me
LAST NAME | FIRST NAME | company | E-noTIFY sTATUS | vIEW |
Weiss Robert Computer Integration Technologies x { l%
Aarnn Brian ¥akima Counbw Brosecutars Office w

d. Choose the vendor from the drop list.

Choose a vendor from the list below to add an employee.

City of Cameron Court Clerk
02 West Group

1 City of Odessa

12550LC

180 Degrees

1800dryclean

1st Staffing Group Cleaning Co
2-H Machanical

2-Way Communications Service W
20th-82nd Judicial Districk Juvenile Dept

Add New Vendor

')
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e. Complete all fields and select “Level Assignment.”
Select “On” for Expiration Notification.
Select “On” for Admin Status. Remember — This individual will be the main vendor contact and is
responsible for all additional vendor personnel at that vendor agency.
Select the Fingerprint date.
Enter their email address and set the password to Security!1. They can change it when they log on.
Click the “Submit” button.

Add Vendor Employee to Testing-npd

Company Name: Testing-npd

First Name: [chn | *
Middle Name: [a. |
Last Name: |smith | *
Phone Number: [555-555-5555 |
Level Assignment
LEVEL NAME LEVEL DESCRIPTION ASSIGN

Level 1 C1IS Security  Personnel with Unescorted Access to a Physically Secure
Training Location
(This level iz designed for people who have access to a
secure area but are not authorized to use CIL.)

Level 2 C1IS Security  All Vendors with Access to CII

Training [This lewvel is designed for vendors wheo do not have physical

and logical access to C1I but may encounter it in their

duties. )
Level 4 CIIS Security Venders with Information Technology Reles .
Training [This level is designed for all vendors with information

technolegy roles including system administration, security
administration, network administration, etc.)

Expiration Motification: on » @)
This will allow a vendor employee to manage employees in their company.
Admin Status: on v
Finger Print Information

Date:

1AM v |[1 v |[2015 7|

Email address is your user name

Email Address: ljasmith@agenc',l.n:l}m | *
Confirm Email Address: [a=mith@agency.com | *
Password: ||-u-u-u- | *

| *

Confirm Password: [wssss
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Security Awareness Training and Certification Exam

IT & Agency Users — Select the “IT & Agency Users” button.
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IT & Agency Personnel Users will see this login screen:
Enter your email address and password then select “Submit.”
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Select the “Training” icon.

SE‘EM‘RE -
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This announcement will appear on your screen and will indicate which level of the CJIS Security

Training you have been assigned (Level 1, 2, or 4).

To continue with the training, select the “Begin Training” button.

You are assigned the following training:
Level 1 CJIS Security Training
which is intended for:

All Personnel with Access to CJI
(This level is designed for people who do not have physical and logical access to CJI but may encounter it in their
duties.)

Please contact your administrator if this is not the appropriate level.
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This is what the online training looks like when first accessed.

CJIS ’
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Overview
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* 1. Welcome
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1.2 Purpose

Criminal Justice Information
1. What s OI?

Security
Awarnessy
Begins/

2.2 What b CHRI? / With”
2.3. Understanding CIS '
2.4, The Interstate informatl...

25. Using O

2.6. Restricted Data

2.7. Authorized Purposes

28 Authorized Uses

2.9, Tips for Handling Ci

210, Blectronic Media

2.11. Hard Coples

2.12. Physically Secure Locati..

2.13. Physically Unsecured Lo...

2.14. Agency Requirements

2.15. Impact of Misuse

= 3. Security Incidents
1.1, Security Inddent Definitl...
3.2, Security incident Pollcy

Welcome to the CJIS Security and Awareness Training.

Once you have completed the Security Awareness Training you will see this page.
Select the “Exit Course” button to close the training module.

CJIS ’)
Online X s FRR R, .

- - st e

Conclusion

o

et iy

Manu
* 1. Welcome
* 2 Criminagl Justice informetion

» 3. Security incidents ] - - Services (CIS)
Justice nformation -
~ 4 Condusion Coimimal JSEEC ity PolicY We encourage you to always
S A iy refer to the CJIS Sec_un‘ty Policy
e ot for the latest technical
S information regarding CJIS
security or if you have any

gquestions about these policies.

'
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Once the Training Module is closed you will be brought back to this screen.
At this time you will select the “Testing” module to take the exam.

The Easy Online Resource for CJIS Information
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You will be required to confirm that you have taken the Security Awareness Training by checking the box on
this page before you can begin your exam.
After checking the box, click “Submit.”

Patty Beardsley

Please confirm you have taken the training necessary to take the following
exam: Level 1 CJIS Security Test

If you would like to take the training now click this button:

& TRAINING ]
\>>

By checking below you have confirmed that a
you have taken the necessary training for

the exam. Users are required to complete

i the security awareness training everytime
before taking the test, Security policies are
constantly being updated. and review of the
training is necessary.

¥ Confirm Training

POWERED BY

nexTEST

If a user fails the test, there is a 1 minute waiting period before they can re-test.
Page 16 of 23



Creating Certification Expiration Reports

CJIS Online Administrators have the ability to create Certification Expiration Reports on their CJIS Online
Users as well as Vendor Users. These reports show all of the “active” CJIS Online Users, their SAT
Certification Expiration Dates, and Training Levels.

Agencies who receive CJI, from a DCIN Terminal Agency, must provide documentation to the Terminal
Agency Coordinator (TAC) at the agency providing the CJI. The Certification Expiration Report is one option
for documentation.

Step 1 — Go to Launch Pad Home Page - https://evolve.ncdci.gov/

Step 2 — Select the “CJIS Online” Application
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Applications News & Information

cJis @ May 25, 2016

Validations z"e’TEST a X i Validations User ID
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Online L ” Validations User ID must be entered in ALL
CAPS.

cIIs For validation assistance, please email

FA%“E ’5% EvolveHelp@ncsbi.gov.
May 19, 2016
Welcome to Launch Pad v
Funlve |lsars - Ploace take tha validatinng

Full Admin
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Step 3 — Select “Local Agency Admin”
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Step 4 — Log into CJIS Online, as the Agency Administrator

The Easy Online Resource for CJIS Information
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Step 5 — Select “REPORTS”

The Easy Online Resource for CJIS Information
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Step 6 — Select “Certification Expiration Report”

The Easy Onli_ne Resource for CJIS Information
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Step 7 — Choose Employee type:
- “IT/Agency Employees” to retrieve a report on your Agency’s Employees
- “Vendor Employees” to retrieve a report on Vendor Agency Employees
Select “All Dates in Data Base”
Select “Submit” to retrieve your report.

The Easy Online Resource for CJIS Information
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Expiration Report

Show Vendor Employees with No Test Histo
Show IT/Agency Employees with No Test History

Choose employee type:
I IT/Agency Employaas ]EI

~) By Month |August | =] |2014[=]
~' By Time Period From |August - |2014 -
To |August [»| [2014[+]

Very Specific From [August |~ [15[=] [2012]=
To [august [+ [15[=] [2014]=

All Dates in Data Base
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Helpful Things to Know

Moving Around in the Application

Mavigation Ribbon buttons across the top area to Home, My Info, Admin Home, etc.

i

gy S

s My Dt Tostlog Tralidog  Tost Wistory  Adeala Hame

@ HELPF To get help on a topic, click the help button.

#A  Gcuis ONLINE
n HOME

J CJI5 Online Home, Logs off account and goes to main screen.

The “List All IT & Agency Employees” button should be selected if/when you want to see a list of all ACTIVE
users.

The Easy Online Resource for CIIS Information
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Showing Active IT/Agency Employees

|.hdd New IT/Agency Employee | |Li5t All IT/Agency Emplnyeesl

Show all IT/&gency Employees

No Records Found

,__3 CJIS ONLINE ]

HOME

- Contact Support
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The “Show All IT/Agency Employees” button should be selected if/when you want to see a list of all ACTIVE
and INACTIVE users.

The Easy Onlme Resource for CJIS Inftmnatlon
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Frequently Asked Questions

Can the agency have more than one Admin account?
Not at this time.

Is the CJIS Online training mandatory?
Yes. Security Awareness Training is required every two years and within six months of assignment using CJIS
Online.

How much does the CJIS Online Software cost the agency?
There is no monetary cost to the agency.

If | enter a vendor record or account record incorrectly, can | delete it?
No. Records can be edited, but not deleted. The agency can deactivate the account record, but not delete the
record.

How will personnel be notified to be tested again in two years?

Each individual user will receive an automated email both 60 and 30 days prior to their expiration date on the
first of the month in which the date falls. If the Admin would like to receive these emails as well for their users,
they will need to log in as an Admin and click on the Expiration Notifications button to turn on the feature
manually. This feature will cause the system to send the Admin an email on the first of each month of all their
users who will be expiring in both 60 and 30 days.

My employees do not have a unique work email address?
The CJIS Online software requires an email address. Personnel can use a personal email address.

Whom should I contact if | have questions about the CJIS Online software?
SATHelp@ncsbi.gov
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